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The book (Information Wars in the Security and Military Field - America and
China) discusses the widespread spread of information technology, which has
become at various levels, which is reflected in future wars and security files that
have become dependent on information weapons through the development of
programs and equipment capable of sabotaging hostile information systems. Or
eavesdropping on them, whether with virus programs or jamming devices. The goals
of information weapons are to create a state of complete chaos in the information
networks that control weapons systems, financial exchanges, water distribution,
electric current, and others. The elimination of the infrastructure in a country is one
of the basic conditions that secure the military victory of an enemy country, and the
intended infrastructure here is communication lines, basic factories, and
transportation networks.

The rapid technological development and the contributions of informatics in the
technological field have changed the concepts and forms of wars, depending on the
pattern of electronic power so that the dimensions of informatics in the security and
military fields are among the priorities of the major powers, led by China and the
United States of America. The research is important in terms of the new international
trend towards employing information technology in all areas of life, as well as the
security and military fields, to achieve status in the international system. As the
electronic attack and threat has become a war strategy without actual conventional
battles with the opponent, and its purpose is generally to harm the opponent. They
are virtual wars that rely on the self-capabilities of states to protect their information
networks and websites, as well as their technical expertise and technical sciences in
directing painful blows to their enemies to paralyze their networks, disrupt their
sites, and disable all their offensive, defensive, and operational capabilities.

After the book reviewed the concept of informatics, its dimensions, and its
employment in the security and military fields, it included a comprehensive
analytical vision of the informatics phenomenon, after which it considered a pattern
of the outputs of technological development and progress in the first decade of the
third millennium, and in light of the widening circle of competition and conflict in
the international system, and the resulting trend For the major actors in the
international environment to possess the outputs of information power, as countries
have worked to link the infrastructure of various fields and levels with information
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and electronic systems in order to shorten the effort and achieve the goals. The
information outcome is the product of knowledge to create the information society
through information and communication technology that dominates the information
space, as well as relying on a tripartite technological development that combines
computer technology, microelectronics technology, and communication technology.

he problem of the study lies in determining the degree of the real impact of the use
of informatics in the security and military fields, after which it is one of the most
important outputs of the technological revolution and the impact of its employment
in several fields, especially those with security and military dimensions by the major
powers, foremost among which are the two comparison models, each of the United
States of America and China within the time scale after 2001 .

To analyze the subject, the researcher used the descriptive approach to describe the
dimensions of the phenomenon, and the analytical approach in analyzing the
implications of modern technology in the field of information, and what are the areas
in which informatics can be employed, and what are the effects of its employment
in the security and military fields for the United States of America and China. The
researcher also used the forward-looking approach when examining the future
prospects and possible scenarios of the US-Chinese information war.

The book focused on the two fields (security and military) by making a comparison
of the technologically and informationally advanced countries for both the United
States of America and China, within the framework of the phenomenon of
international breathing between the two countries, which began to cloud the aspects
of their interactions, which is the dominant feature in most of their dealings with
each other due to the intersection Their interests and conflicts in many areas. The
information war between China and the United States of America came to focus on
obstructing and cutting the flow of data, and it is characterized as a war without
fronts and without hostilities, as it includes all sites and all classes of citizens, not
just the military, but its results may be very similar to the results of the use of
weapons of destruction. Comprehensive, especially with the rapid and massive
development in the field of modern information technology, which affects all aspects
of life, both civil and military.
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The researcher concluded a set of conclusions at the end of his study, the most
important of which is that he considers competition a characteristic of international
relations between the major powers. In light of the increasing reliance on technology
and informatics and its entry into all levels, both the United States of America and
China committed themselves to achieving a precedent for informational competition,
and it was evident through their endeavor to be dominant on the ladder of possession
and influence of informatics and technological capabilities in light of the
international trend towards the automation of all tools. And the methods of
superiority, as well as achieving the orientation towards cyberspace in its fifth
hypothetical geographic dimension after each of (land, air, sea, and space). This
structure has been characterized as a virtual digital structure that has an impact on
the information infrastructure of both the United States of America and China, and
it is necessary for both parties to interact with the virtual structure through electronic
operations in the structure of cyberspace.

The researcher also made a set of recommendations, the most important of which is
the point related to the need to deal with caution with digital data in data and
information, especially since it is no longer a monopoly on anyone, but even
companies, institutions and organizations, as well as individuals who possess the
skills that qualify them to penetrate databases and compromise national security. to
the state. The best evidence of this is what happened in electronic breaches by
talented people to giant companies, which causes them huge losses.

Also within the framework of the recommendations, the researcher pointed out the
need for decision-makers to realize the position of China in the current reality, and
what it could be in the future, especially as it is taking steady steps towards the idea
of domination without occupation. Some literature mentions that China is pursuing
what is known as a peaceful rise in terms of the developmental, security and military
dimensions, as well as progress through leadership in the electronic field and its
advanced position in the hierarchy of information supremacy, so taking advantage
of what China can offer to third world countries in terms of capabilities that allows
them to develop their capabilities Informatics is an urgent necessity imposed by the
arena of international competition.
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